WEBSITE

Standard Operating Procedures

DIRECTIVE: To provide information to Diplomates, Candidates, and the public per

requirements of the ABFDE and FSAB and to promote the ABFDE.

1. Maintain the ABFDE’s Internet Service Provider (ISP) account.
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1.2

1.3

14

2. Update

2.1

2.2

2.3

2.4

2.5
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Our current ISP is GoDaddy, and our Customer # is 38872475.

At least two people (ideally Website committee members) should have the
password and PIN for our account.

Renew our abfde.org domain name, hosting, and website security essentials
software package when they become due. Report these expenses in the annual
Website Committee Report.

Renewal of an SSL certificate is an essential part of website security. The
certificate is included in some website security plans. If not, it must be renewed
separately.

the website.

New Diplomate, Diplomate resignation, or Diplomate requested changes: Find an
Expert page

Change in Directors, Executive Committee, or Committee Chairs: About the
Board page

Updated Directory: Diplomates page, archive older version in Archives submenu
of Diplomates page

BOD Meeting Minutes — Diplomates’ version: Diplomates page, archive older
version in Archives submenu of Diplomates menu

BOD Meeting Minutes — Directors’ version: Directors page



2.6 Updated SOP: Directors page

2.7 Updated BOD Terms, Committee Assignments, letterhead, or email lists:
Directors page

2.8 New Recertification Manager: Recertification submenu of Diplomates menu
2.9 Updated Points Scoring Table: Recertification submenu of Diplomates menu

2.10 Updated Annual Submission Forms: Recertification submenu of Diplomates
menu

2.11 Updated list of upcoming forensic conferences: Calendar submenu of Information
menu

3. Maintenance of website application firewall
3.1 In 2021, the ABFDE upgraded the website security plan to include an application
firewall. This firewall software blocks access to the website it considers
suspicious. However, there can be instances when access from trusted sources is
erroneously blocked. See the appendix for troubleshooting information.
4. Post current ABFDE news and information.

4.1 In lieu of a newsletter, information is disseminated through posts on the Blog in the
Diplomates menu.

4.2 Each post needs to be password-protected individually. The same password for
Diplomates is used for all Diplomate-related information on the website.

5. Respond to form submissions sent through the website, such as the Contact Us form. The
following form responses should be forwarded:

5.1 Questions regarding sensitive issues or Diplomate status are forwarded to the
President.

5.2 Update Directory Listing submissions are forwarded to the Secretary.

5.3 Application for Workshop Approval submissions are forwarded to the Continuing
Education Committee.

5.4 Suggestions or Comments for the Board submissions are shared with the Board of
Directors.

6. Conduct an annual review of the website to ensure FSAB compliance and posted
information is up to date.
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Appendix: GoDaddy Access and Firewall Maintenance

General information is given below, first for accessing and transferring files on the GoDaddy
server, then fixing issues with users having difficulty accessing password protected pages
because of our firewall. Alternatively, GoDaddy has excellent customer service at 480-

463-8300.

To access our account, log in to GoDaddy and click your name on the top right to get the
drop-down window seen below. Go to the My Products page:

«>c a

2 apps BBFDE @ Maps [ Mews L& Times Pasadena, CA Weat,

account.godaddy.com/products?go_redirect=disabled

3! Myaccount

@) GoDaddy

My products  Account settings ¥

Search for a new domain

Domains

®

DOMAINS

abfde.org

Privacy and full domain protection

All products and services

Change privacy

~ Domains
abfde.org
~ Web Hosting

Ultimate Linux Hosting with cPanel
Ls abfde.org

-~ Workspace Email

Email - Free Hosting - {1000MB}) - US region r

Free Email with hesting:

OSAC for Forensic 3.

rring

v A SSL Certificates

A Woebsite security and backups
Woebsite Sacurity - Advanced - 3 Years
L abfis org

v Additional Products

Revised 03/11/21

ner 0saC [0) asope ) seFs (B

Copyright © 1999 - 3021 GeDaddy Operating Companty. LLC. All rights rese

Don't sell my personal information

max @ :
Duolings @ Cv (@3 Mail @ Hotmail & ABFDEG-L & Google Drive @) ABFDE |Facebook @ J-ASQDE
®% Q v

Miriam angel
Customer number : 36672475
PIN: iz

BILL /
Wiy products

ABEOUNE SEHiNgS

Renewals and billing

Shop at GoDaddy.com
Telephone numbers and hours

Sign off

Manage averything —>

Manage everything =

Optians Manage

rved. Privacy Policy



Website file Access

Almost everything we do to maintain our website is done through WordPress, so there
shouldn’t be much need to access our website files on GoDaddy’s server. One example
where you might want to access files on the server is to upload a file that is larger than
WordPress will allow. Our website files and other applications can be accessed using cPanel.
To get to cPanel, click Manage in the Web Hosting section of the My Products page:

Web Hosting

Ultimate Linux Hosting with cPanel
Ls abfde.org

Workspace Email

Email - Frae Hosting - {1000MB} - US region recurring
Fres Email with hosting:

85L Certificates

Woebsite security and backups

Website Sacurity - Advanced - 3 Years
Ls abfde.org

Then click CPanel Admin:
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(9 GoDaddy | iii Myhosting

Desk  phpMyAdmin  Filemanager  FTPmanager  GoDaddy analysis

abfde.org

Update list Add website

Websites

abide.org - Main domain
WordPress 5.6.2 - Admin

new.abide.arg
‘WordPress 5.2.4 - Admin

Action Center

(D) Cenfigure Website Security

Protact your site from hackers and malware.

Settings Rule out

Manage everything =

p— /

Optians

Manags rything =
Manage everything —>
Manage everything —>
Options Managa

® YT O wiem>

CPanel Admin Account Actions v

Setting
Bill Server

Main domain Cher
abtde.arg o
cPanel Iogin -
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,,,,,, Change
Plan details
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Ultimate Hosting
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In cPanel, there is general information on the right. Click on File Manager, indicated by the

red arrow below:

rver.net 20

C @ a2plepnl0777.prod.iad2 secur
D Maps B8 Hews

= Apps BEFDE L& Times

072563 frontend fpaper_lantern/indexhtm|?login=18&post_login= 1542093619964

BH Pasadens, CA Weat, OSAC for Forensic 3. ner 0SAC [ ASODE [ 242FS (8 Duolinge @ CV (R Mail

@ Hotmail

* @

& PEFDEG-L & GoogleDrive @) ABFDE|Facebook @ J-ASODE

My Applications (2)

@ My blog Clone

Featured Applications

WebCalendar
! calendar

Joomla
portal

P
l‘J m:d\aW\k\

@ Drupal
s

My blog

Magento
e-cofmerce

M
G o

@ verdbress

FHe File Manager “ Images o Directory Privacy Disk Usage
wieb Disk o-'- RN FTP Accounts FTP Connections ‘ i Backup

Backup Wizard
@

@ Git™ Version Control

File and Directory
Restoration

=5
Q

GENERAL INFOI

Current User
aboard2

view more  Primary Domain (RY Certificate)
& abfde.org &
shared IP Address
107.180.46.203

view more

Home Directory
Jhomesaboard2

Last Login IP Address
10.33.80.176

Theme

paper_lantern -

Server Information

File Usage
21,152/250,000 (2.46%)

Physical Memory Usage
52.63MB/1GB (5.14%)

DATABASES -
Number Of Processes

H phpiyAdmin

DOMAINS

https//a2plcpnl0777. prod.iad -

e MySQL® Databases

e MySQL® Database Wizard e Remote MySQL®
-
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File Manager works much like File Explorer in Windows:

€P File Manager

+File  +Folder

&
Collapse All
— =i {fhome/aboard2)
+ M .appdata
+ 0 .cagefs
«cl.selector
+ 0 cpanel
+M cphorde
+ [ htpasswds
.HitpRequest

+ 0 Mirrorsearch
.mysql_backup
-subaccounts
trash
application_backups

+ 0 etc

logs

mail

public_ftp

— = public_html
.errordocs
.hcc.thumbs
+ _borders
_db_backups
+ 0 _derived
_disct
_fpclass
+0n _overlay
_private
+0 _themnes
+ [ aspnet_client
+ 1 BODdocs

cgi
cgi-kin
+ 0 conway

+ +

Go

& Upload

E O <

“«

reerer

4 Back

Name
appdata
cagefs
¢l selector
cpanel
cpharde
htpassws
HitpRequest
Mirrorsearch
mysg_backup
subaccounts
trash

application_backups

ete

logs

mail

public_ftp

public_html

ssl

tmp
bash_lngout
bash_profile
bash_profile rpmnew
bashrc

contactemail

3 Reload Select All

i View Trash

Size

4 KB
4 KB
4 KB
20KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB
4 KB

100 bytes
230 bytes
176 bytes
124 bytes

0 bytes

S - |

=

Last Madified
May 22, 2019, 10:38 AW
Nov 18, 2016, 9:43 PM
Mar 8, 2021, 6:35 AN
Today, 9:00 AW

Sep 20, 2016, 10:16 AM
Sep 20, 2016, 201 PM
Sep 20, 2016, 305 PM
Sep 20, 2016, 305 PM
Mar 1, 2021, 11:07 PM
Apr 26,2017, 447 PM
Nov 4, 2020, 918 PM
Iiar 8, 2021, 334 AM
Fen 13,2021, 1:40 PM
Today, 4:12 AM

Today, 8:11 AM

Sep 20, 2016, 10:16 AM
Today, 9:17 A

Jul 23,2018, 2:39 PM
Today, 9:16 AM

Sep 15, 2016, 4:11 PM
Sep 15, 2016, 4:11 PM
Jul 27,2015, 245 PM
Mar 30, 2016, 4:29 P

Sep 20, 2016, 10:16AM

Type Permissions
httpcifuni directary 0711
httpcifuni directary 0771
httpcifuni directary 0755
httpcifuni directary 0700
httpcifuni directary 0700
httpeifuni directary 0750
htpcfuni directary 0700
httpcfuni directary o700
htpcfuni directary 0788
httpcfuni directary o700
htpcfuni directary 0700
httpcfuni directary o700
htpcfuni directary 0780
httpcfuni directary o700
mail 0751
publicft 0750
publichtmi 0765
hitpofuniz directary 0765
hitpofuni directary 0765
textigeneric 0844
textigeneric 0844
textigeneric 0844
textigeneric 0844
textigeneric 0800 -

Our website files, like those stored in the Media section of WordPress (pdfs, Word
documents, etc.) can be found in public/html-->wp-content-->uploads. Below shows the 02
subfolder of 2021, so all the files uploaded in February 2021 in the Media area of WordPress
are shown in the window on the right. Note the “Upload” link in the top menu. You can
upload files here that were too large to upload through WordPress:

€P File Manager

+File =+ Folder

+10images
+0 legallibrary
+ 0 new

new.abide.org
- old.abfde.org
cgi-bin
oldfiles
+ M savedirectors
+ 0 sherman1310
SpryAssets
stats
Test
+ 0 TestDB
VastrickDB
+ 0 wp-admin
— = wp-content
blogs.dir
languages
mu-plugins
+ M plugins
+ M themes
upgrade
~ = uploads
+0 2019
+ M 2020
=& 2021

et_temp

tg-demo-pack
wpcf7_uploads

+M wp-includes
+ssl
+ 0 tmp
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EEE 1 vour Files R for R Settings
&, Uplcad
4 Home fuponelevel ¢ Back £ Reload select All i view Trash
Name size Last Modified Type Permissions
[l ABFDE-letterneac-210204 doc 57.66 KB Feb 8, 2021, 7:43 AM applicationtnd opemmiforT oy
officedocument wordproces:
[ continuing-Education-SOP-pdi-118x150 jpg 646 KB Feb 11,2021, 948 AM imagehegeneric 0844
2 Continuing-Education-SOP-peif-232<300 jpg 1512K8  Feb 11,2021, 948AM imagehegeneric [
] continuing-Education-SOP-paf-791x1024 jog 10791KE  Feb 11,2021, 348AM imagehegeneric 0844
2 continuing-Education-SOP-peff jpg 19597 KB Feb 11,2021, 948AM imagehegeneric [
[ continuing-Education-30P doc 17 KB Feb 11,2021, 345 AM applicationimsword 0644
Continuing-Education- S0P pelf 8334 KB Feb 11,2021, 345 AM applicationipdt 22




Firewall Troubleshooting

When ABFDE upgraded our website security plan, a Website Application Firewall (WAF)
was installed. Users initially had reported an inability to access password-protected pages on
our website. Any time a new password-protected page is added in WordPress, you should do

the following:

On the My Products page, under Website security and backups click Manage:

G Mail - Miriam Angel - Outlook | 3 Mail - Miriam Angel - Outiook x| [@] Avchives —A8FDE x

< C @ acco
ABFDE @ Maps [ Mews

unt.godaddy.com/products?go_redirect=disabled

 apps LaTimes BB Pasadens, CA Weat. OSAC for Forensic 3.

Ultimate Linux Hosting with cPanl
Lsabide.org

~ Workspace Email

Email - Frae Hosting - {1000MB} - US region recurring
Fres Email with hosting:

~ SSL Certificates

Standard SSL
L abide.org

Expires 1/4/2021

~ Woebsite security and backups
Woebsita Sacurity - Advanced - 3 Years
L abfis org

v Additional Products

Productas

ner 082C [ As0DE ) s8Fs ()

Click Firewall. Once on the Firewall page, click Settings:

GoDaddy
Monitoring Firewall‘{kups Cleanup

Security

< Back

abfdc.org ~

Firewall is Enabled

This domain is pointing to 192.124.24¢.130 Refrest

3

Total Requests Today

960

Allowed: 592 Blocked: 68

V' 13 DDoS attack detected
W 2 Bxploit blocked by virtual patching

V21 Aggressive bots filtered

Q8 8 © ©

V' No Brute foree attempts

Revised 03/11/21

Help

@D United States -Englist

Overview  Reports  Audit Trails

Site Screenshot

Duolinge @ v (3 Meil @ Hotmail & ABFDEG-L & Google Drive

-

X

max @ :

@ ABFOE | Facchook @ J-ASODE

Optians
Manage everything —
Manage everything —>
Options Manage
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Optians Manage
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Click Performance:
GoDaddy  Security Help £ xangelbaby@hotmail.com w

Meonitoring Firewall Backups Cleanup @D United States -English w

¢ Back

abfdc.m'g ., Overview  Reports  Audit Trails  Real Time  Email Reports  Settings
General Aceess Control Security HTTPS/SSL Performance A/AP\

Overview (Global)

%0 ‘o This domain is pointing to 192.124.249.130
Hosting IP Address
Failover Server Timeout

Maximum Upload Size Domain: abfde.org

Screenshot &

Domain Alias

Hasting IP Address:  187.188.46.203

CON Support Manage o

Firewall Status Firewall IP Address:  102.124.249.138
2302:fe80:1810::38:16

Internal Domains:  http://f4c985aBe4.10080.websltesecurityfirew b \’j
all.comy/

w  List Firewall IP Addresses for whitelisting! @

Click Non-Cache URLSs:

GoDaddy  Security Help ) xangelbaby@hotmail.com w

Monitoring ~ Firewall ~ Backups  Cleanup & United States -English v

< Back

abde.Ol-g o Ovetview  Reports  AuditTrails  Real Time  Email Reports  Settings
General Access Control Security HTTPS/SSL Performance APl

Caching Level

Clear Cache

Clear Cache Per File By default cur Website Firewall will cache certain pages of your siteto improve the speed and the experience for your users, You can

/ disable caching here if for some reason you do not want that to happen. It is ot recommended, since it can slow down the user
Non-Cache URLs experience. If you need certain pages not te be cached, you can add them on the Non-Cache URLs.

Developer Mode NOTE: The following file extensions are cached regardiess of the ¢aching leval:
Js. css., png, Jpg, swf, jpeg. suq. gif, ico, bxt, mpé, mpd, pdf, woff, ttf, thumb
If you want to rebuild the cache of one or more of these static files, 9o to the Clear Cache page.

@ Ensbled recommanded)
) Minirnal caching (oniy for a faw minutes)
) Site cashing firsing your site headers)
) Disabled fuse with caution)

() Clear cache too (optional]
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In the box below, you will enter </ followed by the password-protected webpage name and
then another ““/.” (The webpage name is found in WordPress; see details on the following
page.) For example, if the webpage is “diplomate-blog-test” (without the quotes), you will
enter “/diplomate-blog-test/”” (without the quotes) in the box below. You also need to change
“Matches” to “Begins with.” Last, click “Add URL,” and the page will be added to the list.
The user should now be able to access the password-protected page.

dijiuc.uig v

General Aceess Control Security HTTPS/S5L Performance API

Caching Level

Non-Cache URLs
Clear Cache

Clear Cache Per File Disable the Website Firewall cache for certain directories on your sites by specifying their paths. Be aware that static files will still be
cached.

Non-Cache URLs Ask our suppert team for help configuring the firewall cache.
Developer Mode /
e.g. nojeache/hMEphp atches Add URL

[CJURL Path

["/diplomates/
[r/directors/

[ /recertification-fag/

["/diplomate-blog/

(Cr/application-for -werkshop-approval/

[ /archives/

[ /board-of-directors-meeting-minutes-archived/
(0r/bod-minutes-director - version/
[/directories/

[ /james-conway-audio-files/

[ /nensletters/

M frecertifications
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Webpage Name

The webpage name you enter above is what the page was named when added in WordPress.
Following is how to see that webpage name.

Here is the Dashboard you see when you log into WordPress using an admin account:

ey, Miriam [£1]
Screen Options ¥ Help ¥
& @ Dashboard
Home.
Site Health Status v oa stats by () Jetpack PRV « ]
Updiate:
( Good 125
@ letpad
“our site’s health is looking goad, but there are still same things you can do o
» Po to improve its performance and security. 5
Drag boxes here
8y Media Take a look 4t the 3 items on the Site Health screen, 0
kS
& Lir
o Aoy
B Page Activity Feb2s  Feb25  Mar2  Mard  Marf  Mard  Mar10
® Comm Top Posts Top Searches
& Tablepr iho e Are
ct Find an Expert
P Appearance
£ Plugi
Users Brute force attack protection Anti-spam
& Toots 6,010 38
Blocked malicious login attempts Blocked sparm cormments.
tting
@ collspse menu )
Quick Draft AV o7
Thank you for creating with Wordpress Version 5.7

Clicking Pages on the left gives a list of ABFDE’s website pages:

B Mail - Mitiam Angel - Outiook X | B Mail - Miriam Angel - Outlook % [B] Pages « ABFDE —WordPress X [€] GoDaddy Security x| + = x
<« CG @ abfde.orgAvp-admin/editphpipost_type=page w @ :

ABFDE 9 Maps (8 Mews L& Tirnes

Pasadena, CA Weat, OSAC for Forensic 5. mer 0SAC  [] ASODE [} ~2FS [0 Duslings @ CV (g Mail @ Hotmail & ABFDEG-L & Google Drive @) ABFDE |Facebook @ J-ASQDE »

[ ] + New B Howdy, Miriam [£1]
Screen Options ¥ Help 7
@ Dashboard Pages
Jetpack
D e All @1) | Published (31 | H Search Pages
A Fo | Bulk actions v Al dates 21 items [ 1 etz
B Media —
<] Media ) Title Author Stats » Dite
£ Lin -
& L () About the Board Miriam ul — published
L. Pages 2019/03/29 at 5:58 pm
All Pages () Application for Workshop Approval — Password protected Miiriam ul - Published
2020/08/05 at 1:03 am
Add N
. () Archives — Password protected Miriam ul - Published
¥ Comm 2018/04/04 3t 6:13 pm
B Tablepr -
(1) Board of Director's Meating Minutes Archived — Passward protected Miriam ul — Publishect
ct 2019/04/05 2t 6:40 prn
P () BOD Meeting Minutes - Director Yersion — Password protected Wiiriam 1l - Published
B Appearance -
2018/04/28 at 9:43 pm
£ Plugi
(0) calendar Miriam ul — Published
& Users 2019/03/29 at 6:04 pr
& To — ificati
() Certification Miriam ul = Published
fiiep 2019/03/29 at 2:30 am
@ collapse meny () Contact Us iriam ul - published
2019/03/29 at 6:04 pm
() Diplomate Blog — Password protected, Posts Page Miriam ul = Publishect
2019/06/22 3t 1:39 am
() Diplomates — Password protected Miriam ul — Published
Edit | Quick Edit | Trash  View 2018/03/28 at 6:02 pm
(7) Directories — Password protected Miriam ul = Published
2019/04/05 at 4:03 pm
() Directors — Password protected Miriam ul — Published

2019/03/29 at 6:03 pm
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Hovering the mouse over one of the password protected pages in that list (here, Archives)
shows the following:

B Mail - Mitiam Angel - Outlook | B3 Mil - Miriam &ngel - Outlook % Pages « ABFDE —“WordPress x  [€] GoDaddy Security x| + = x
< C @ abfde.orgnp-admin/edit phpipost_type=page = @ :
I Apps ABFDE 9 Maps {8 Mews LA Times Pasadena, CA Weat,., OSAC for Forensic S ner OSAC [ ASODE ) ~2FS [ Duclinge @ CV (@ Mail @ Hotmal & ABFDEG-L & GoogleDrive @) ABFDE|Facebook @ J-ASQDE »

4 sproE B &+ New B Howdy, Miriam
Screen Options ¥ Help ¥
& ard Pages
D Jetpack Al @1) | Published (310 | H Search Pages
2 Po | Bulk actions Al dates v 31 items [ 1 otz
B Media -
41 Medi O Title Author Stats [ ] Date
# Lin -
& L () About the Board Miriam al — published
L. Pages 2019/03/29 at 5:58 pm
All Pag () Application for Warkshop Approval — Passward protected Miriam ul — Published
2020/08/05 at 1:03 am
Add New
() Archives —‘aﬂ{pnﬂe((ed Miriam ul = Published
¥ Commer a 2019/04/04 3t 6:13
Edit | Quick Edit | Trash | View /0404 af pm
B Tablepre: -
() Board of Director's Meating Minutes Archived — Password protected Miriam ul — Published
ot 2019/04/05 3t 6:40 prn
> e () BOD Meeting Minutes - Director Version — Password protected Miriam ul = Published
2019/04/28 at 9:43 pm
£ Plug
(0 calendar Miriam ul — Published
o User 20718/03/29 at €:04 pm
& Tool () Certification Miriam al — Published
tings 2019/03/28 at 2:30 am
O co menu () cContactUs Miriam ul — Published

2019/03/29 at 6:04 pm

() Diplomate Blog — Password protected, Posts Page Miriam ul = Published
2019/06/22 at 1:39 am

() Diplomates — Password protected Miriam ul — Published
2013/03/29 at 6:02 pm

(7] Directories — Password pratected Miriam ul = Published
2019/04/05 at 4:03 pm

() Directors — Password protected Miriam ul — Published
2019/03/23 at 6:03 pm

You can click QuickEdit to see the webpage name, which is in the Slug box:

3 Mail - Mitiam Angel - Outlook x| 3 Mil - Miriam &ngel - Outlook % Pages ¢ ABFDE —“WordPress x [ GoDaddy Security x| + - X
< C @ abfde.orgAnp-admin/editphpipost_type=page i o H
Apps ABFDE 9 Maps {8 Mews LA Times Pasadena, CA Weat,., OSAC for Forensic S ner OSAC [ ASODE ) ~2FS [ Duclinge @ CV (@ Mail @ Hotmal & ABFDEG-L & GoogleDrive @) ABFDE|Facebook @ J-ASQDE »

@ & oroe P o 4 ne gy, Miriam [
Screen Options ¥ Help ¥
&= ' Pages
Jetpack
@ Jetpa AI@ET | Published @37 | H Search Pages
A Posts | Bulk actions Al dates ~ 31 items [ 1 otz
07 Media —
<1 Media O Title Author Stats L] Date
P -
& L () About the Board Miriam al — published
B Pages 2019/03/20 3t 558 pm
All Pag () Application for Warkshop Approval — Passward protected Miriam ul — Published
2020/08/05 at 1:03 am
Add New
QUICKEDIT
B Commen
B Title l Archives ] Parent | Main Page (no parent) v
TablePre:
Slug [ srchive ™ | orer [0
ct £
Date ‘ 04-Apr v H o4 || 2019 | 18 || 13 | Template ‘ Default template
& Appearance Password | typeterdS OR- () Private () Allow Camments
£ Plugins Status ‘ Published v
User
&
& To B
() Board of Director's Meeting Minutes Archived — Password protected Miriam ul — Published
ttings 2019/04/05 at 6:40 pm
L ment () BOD Meeting Minutes — Director Version — Password protected Miriam ul = Published
Edit | Quick Edit | Trash | View ATLYTYA &t OB (o)
() Calendar Miriam ul — Published

2019/03/29 at 6:04 pm

() Certification Miriam ul = Published
2019/03/29 at 2:30 am

() Contact Us Miriam ul — Published
2019/03/29 at 6:04 pm

() Diplomate Blog — Password protected, Posts Page Miriam ul = Published
2019/06/22 at 1:38 am
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